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CyberSecurity
IS broader and
more complex
than traditional
Information
Security

The size (e.g., data
and information)

and complexity
(inter-relationships
between system
components and
security requirements)
continues to grow

2 © 2015 IBM Corporation



IBM Analytics

CyberSecurity Challenges
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Three Levels of Defense
1. Protection

2. Detection & Recovery
3. Audits & Logs

New Cyber Challenges
 Cloud Platforms

« Mobile Platforms
 Insider Threats
 Allis Interconnected
 Cyber Warfare

Advanced Technology
v Offense
v' Defense

CYBERSECURITY IS
CRITICAL SECURITY

1) Inventory of
Authorized and

20) Penetration Tests and Red Team  Unauthorized Devices

e 2) Inventory of Authorized and Unauthorized Software
xercises
20 2 3) Secure Configurations for Hardware and
6 < /) Software on Laptops, Workstations, and Servers
/i 7= A 1) continuous Vulnerability

19) Secure Network Engineering

18) Incident Response Capablhty 8
Assessment and Remediation

17) Data Loss Prevention

16) Account Monitoring

and Control /
15) Controlled Access &J/
Based on Need to Know /

14) Maintenance, Monitoring 14
and Analysis of Audit Logs

5 5) Malware Defense

6) Appllcatlon Software

\G 7) Wireless Device Control

8 ~ 8) Data Recovery Capability

i" ‘J 9) Security Skills Assessment and Appropriate
Training to Fill Gaps

13) Boundary Defense

12) Controlled Use of
Administrative Privileges

11) Limitation and Control  10) Secure Configuration of Devices such as Firewalls,
of Network Ports, Routers, and Switches
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IBM Analytics NATO Cyber Challenges IEE G
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BV Analytics Extending Traditional Scope of Cyber HEE 4
Threat Intelligence Analysis RN
P
Cybersecurity Situational
Awareness
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INTELLIGENCE

Traditional : HUMINT, SIGINT,
Extended: OSINT, SOCMINT, etc.
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IBM Analytics Stream Processing

- Continuous Ingestion - Continuous Analysis

Filter '-""1
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insert Filters on the Fly
Classify

Replay / Reconstruct



IBM Analytics Predictive Modeling & Machine Learning
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e DIg Data - Streams Processing

* Built in data connections and preparation for cyber data
* Integrate Predictive Models for threat detection
» Provides real time scoring and alerts

s Machine Learning - Predictive Models

* Industry leading Predictive Analytics workbench
» Re-tune models to local, current data.
» Develop new models using machine based learning

m  Cyber Threat Visualization

« Distribute threat information across organization
» Develop dashboards and reports
» Mobile deployment to phones and tablets

Improves Known Knowns (e.g., IPS)
Improves Known Unknowns (e.g., IDS)

Discovers Unknown Unknowns (e.g., Persistent Threats)
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IBM Analytics Graph Computing IEE Y
Graph Database Graph Analytics Graphical Models
Property Graph Relation Graph Reasoning Graph |
Memory Perception Intelligence
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IBM Analytics Information Extraction and Visualization
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The malware has also been evolving, using memory scraping and encryption to avoid detection.
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IBM Analytics Cognitive Analytics
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Log files Net Flow Data

P N
Offence Records < 1 ) l l
Domain 1 SIP, DIP k . i
Cyber Techniques s-Port, D-Port QRadar :::oncal

(Defense-Attack)

ASN /
Domain 2 = 2 > T
Cyber Technologies Domain name \ /
(Defense) Registrar S Machine
Learning
Domain 3 Date Analysis

Cyber Advisories
and Incident Reports
(Post analysis )
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Historical Data PCAP-Net Flow Data

Cyber Mission
Analyst
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/ Cyber Watson Answer (Examples)
*  Who: This attack is characteristic of
Chinese Unit 61398 methods

Template
Question
Generator

Explorer
"\ Crawls and
6 ] reads in

- R 4
Domain Sources ——
H * Past Attacks: A similar attack was against
©
Academ|a Elmendorf U.S. Air Force Base in January
2014

Indust ry Initiated by Initiated by News General
X-Force QRadar Alert that  orintelligence Intelligence + Tradecraft: This attack is similar to Agile
Offence has Alert inquiry —report Weasel against U.S. Embassy Tokyoin
Government Reports occurred generation _——_ March 2014 but some of the Botnet ISP’s
N ew Feeds ( ™\ originated from Crimea versus Georgia
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IBM Analytics Decision Support Systems

control / task / effect
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IBM Analytics Autonomic Computing
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IBM Analytics Summary & Conclusions 2 8y

* OBSERVATION: CyberSecurity challenges
exacerbated by many modern threats, new assets
to protect, and advances in technology that can
(and are) being used neferiously. V ={(T,A)

* RECOMMENDATION: Extend CyberSecurity to
Incorporate Threat Intelligence Analysis and
Situational Awareness information & analytics

» RECOMMENDATION: Exploit the many advances
In Informatics (Predictive Modeling, Stochastic,
Machine Learning, Graph Computing, Cognitive)

* RECOMMENDATION: Exploit advances in
Cybernetics (Decision Support Systems &
Autonomic Computing)
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As we embark on our second century...




