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CyberSecurity

CyberSecurity

is broader and

more complex

than traditional

Information

Security

The size (e.g., data 

and information) 

and complexity

(inter-relationships

between system

components and

security requirements)

continues to grow
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Three Levels of Defense

1. Protection

2. Detection & Recovery

3. Audits & Logs

New Cyber Challenges

• Cloud Platforms

• Mobile Platforms

• Insider Threats

• All is Interconnected

• Cyber Warfare

Advanced Technology

 Offense

 Defense

CYBERSECURITY IS

CRITICAL SECURITY

CyberSecurity Challenges



© 2015 IBM Corporation4

NATO Cyber Challenges

V = f(T,A) :: Vulnerabilities are

a function of Threats to  Assets
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Extending Traditional Scope of Cyber
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Stream Processing
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• Built in data connections and preparation for cyber data

• Integrate Predictive Models for threat detection 

• Provides real time scoring and alerts

Big Data - Streams Processing

• Industry leading Predictive Analytics workbench

• Re-tune models to local, current data. 

• Develop new models using machine based learning

Machine Learning - Predictive Models

• Distribute threat information across organization

• Develop dashboards and reports 

• Mobile deployment to phones and tablets

Cyber Threat Visualization

Predictive Modeling & Machine Learning

Improves Known Knowns (e.g., IPS)

Improves Known Unknowns (e.g., IDS)

Discovers Unknown Unknowns (e.g., Persistent Threats)
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Graph Computing



© 2015 IBM Corporation9

 Knowledge Graphs enable 

visualization and exploration 

between entities and 

relationships

 Show strength, nature & 

proximity of the relationship 

and interaction

 Exploit temporal, sequence, 

state, entry/exit criteria and 

other contextual views

• Automated the process for 

extracting tacit information 

from unstructured text

• Use classification and  

detection models

• Ontology identifies real-world 

conceptual objects and 

relations between them

Information Extraction and Visualization 
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Cognitive Analytics
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Decision Support Systems

OODA

Loop

Standard

Operating

Procedures

STANAGS

Cyber

Informatics

Support

Cybernetics
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Autonomic Computing
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Summary & Conclusions

 OBSERVATION: CyberSecurity challenges 

exacerbated by many modern threats, new assets 

to protect, and advances in technology that can 

(and are) being used neferiously.  V = f(T,A)

 RECOMMENDATION: Extend CyberSecurity to 

incorporate Threat Intelligence Analysis and 

Situational Awareness information & analytics

 RECOMMENDATION: Exploit the many advances 

in Informatics (Predictive Modeling, Stochastic, 

Machine Learning, Graph Computing, Cognitive)

 RECOMMENDATION: Exploit advances in 

Cybernetics (Decision Support Systems & 

Autonomic Computing)
13
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